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THE WAY FORWARD WITH FUSION CENTERS:
CHALLENGES AND STRATEGIES FOR CHANGE

September 27, 2007

U.S. HOUSE OF REPRESENTATIVES,
COMMITTEE ON HOMELAND SECURITY,
SUBCOMMITTEE ON INTELLIGENCE, INFORMATION SHARING
AND TERRORISM RISK ASSESSMENT,
Washington, DC.

The subcommittee met, pursuant to call, at 10:03 a.m., in Room
311, Cannon House Office Building, Hon. Jane Harman [chair-
woman of the subcommittee] presiding.

Present: Representatives Harman, Dicks, Langevin, Carney,
Perlmutter, Reichert, and Shays.

g/ls. HARMAN. Good morning. The subcommittee will come to
order.

We are meeting today to receive testimony on the way forward
with fusion centers, challenges and strategies for change.

More than 6 years after 9/11, our nation has seen a revolution
in information sharing, perhaps most dramatically at the state and
local levels, with the creation of some 42 intelligence fusion centers.

A year ago this month, Charlie Allen, the department’s chief in-
telligence officer, noted that, “Fusion centers are recognized by the
director of national intelligence as a center of gravity, key to the
effective exchange and assessment of information between federal
government and state and local partners.”

These centers, staffed by police and sheriff's officers, public
health authorities, private sector representatives and others, are
an effective ground-up response to the need for more and better in-
formation about terrorist threats so communities can prepare and
prevent rather than waiting for the federal government to arrive
and save the day after 9/11.

I applaud, and I know all members of this subcommittee ap-
plaud, the initiative of state and locals to figure out what data they
need and how to get it to protect their neighborhoods and their
communities.

I think everyone recognizes that fusion centers hold tremendous
promise and the Department of Homeland Security and the FBI
are among those who share the view that they hold tremendous
promise.

Both of these entities have begun stationing hundreds of their
employees onsite to assist in fusion center efforts.

The members of this subcommittee, as I mentioned, have been
strong supporters, as well. Together, we have visited four fusion

o))
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centers in Los Angeles, Seattle, Denver and Baltimore, and we plan
to see more.

We have also made sure that the recently enacted 9/11 Rec-
ommendations Act, H.R. 1, includes tools that DHS needs to help
fusion centers with their information sharing missions, both locally
and nationally.

Our purpose in drafting the legislation this way was a simple
one—to encourage the Department of Homeland Security to part-
ner, I want to emphasize that word, partner more effectively with
fusion centers and the FBI and other entities located there, not to
dictate to them about who should be doing what, but to partner
with them to determine what should be going on.

While fusion centers have great potential, we acknowledge that
they are not without challenges, and that is why we are here today.

I commend CRS and GAO for the helpful research they have
done on fusion centers, research that can help us structure useful
federal roles going forward. CRS and GAO have both raised issues
about the fusion center future that need clear answers.

Number one, the absence of a national strategy. Many fusion
centers are essentially collocation centers. They lack skills and re-
sources to develop or disseminate accurate, actionable and timely
information in order for communities that they represent to be pro-
tected.

They lack sustainable resources. They lack a common baseline,
one that consistently focuses people on figuring out what facts they
need to protect against particular threats.

After reading the reports, I am baffled why DHS and the FBI
still haven’t consolidated their multiple information sharing sys-
tems so fusion center staff doesn’t need to log onto three, four or
five different networks to determine what threats they are waking
up to each morning.

The department promised us earlier this year that it would be
looking into ways to make HSIN, H-S-I-N, and RISSNET work to-
gether better. I hope that the department representative on our
second panel will have a progress report.

The reports also raise other important questions about privacy
and civil liberties training, something we have explored in other
hearings, about the disturbing fact that DHS and the FBI don’t
recognize each other’s security clearances at fusion centers. This is
obviously absurd.

All of us hope for success and this hearing should move us for-
ward, but before turning to our witnesses, let me use this podium
to deliver two other messages to the Department of Homeland Se-
curity.

In addition to the fusion center issue, the 9/11 Act, H.R. 1, in-
cluded a framework for the interagency threat assessment and co-
ordination group, the ITACG, at the National Counterterrorism
Center. It is a lot of acronyms, but the National Counterterrorism
Center is our national fusion center.

The ITACG is a common sense idea that should help us incor-
porate state and local people in the fashioning of intelligence fusion
products so that when they reach state and local entities, including
fusion centers, they are useful.
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We have had a long and sad fight about this effort to include
state and local people in the ITACG. Mr. Reichert and I and the
chairman and ranking member yesterday sent yet another letter to
the Department of Homeland Security, but I was informed late last
evening by the deputy at DHS, Michael Jackson, that finally a
memorandum of agreement on this subject was signed either last
night or early this morning.

We look forward to reviewing it, and we look forward to a visit
to the NCTC with Mr. Jackson to make certain that state and local
people are properly in place and that, at long last, they are contrib-
uting what is necessary to fashioning our national fusion center
products.

The other issue I just want to mention is that I understand from
reading the press that the department is going to proceed next
Monday in standing up its new office to task military intelligence
satellites to do certain jobs focused on the homeland.

This was the subject of a hearing a few weeks ago. This com-
mittee, on a bipartisan basis, has requested the legal under-
pinnings of this document. Some of us sent a letter urging a mora-
torium on the operation of this function until we get those docu-
ments. My understanding is we don’t have those documents and I
think the department’s action is ill advised.

Let me just welcome our witnesses and now yield to the ranking
member for his opening statement before we start the hearing.

Mr. REICHERT. Thank you, Madam Chair. Good morning.

Our hearing today focuses on fusion centers and is made possible
by the longstanding efforts of this subcommittee to focus on the
critical information sharing efforts taking place at fusion centers.

And I think when most people think about fusion centers, they
think about the collection of INTEL and the fusion of the INTEL,
the analysis of the intelligence gathered, but there is more to fu-
sion centers than that. It is a fusion of people and it is a fusion
of organizations.

The information coming together, the intelligence coming to-
gether is really one of the easier aspects of this concept to accom-
plish. One of the harder things is getting the organizations to rec-
ognize each other as equals in this effort and the thing that makes
it work is really, in my opinion, the fusion of the personalities. And
the more that you can include the personalities from the different
organizations, the more that you will see this really does become
a fusion center that is functioning in the way that we would all like
to see this concept finally take place.

So we know it is going to be a long process. We know there is
going to be some hiccups in the process. But I think, at least from
my experience—I have gone totally off of my speaking points here.
I am just speaking straight from my heart here.

I have 33 years of experience in law enforcement, local law en-
forcement, starting in a patrol car, hostage negotiator, SWAT com-
mander, precinct commander, homicide investigator, and, finally,
as the sheriff in Seattle. And in every one of those positions
throughout my 33-year career, I have had the opportunity to work
and interact with the federal agencies.

So not only at a base street level, working with the agents on the
street from every federal agency that you could imagine, but also
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from the level of the sheriff’s office, one of the largest sheriff’s of-
fices in the nation, and working with the SACs of those organiza-
tions and trying to come up with a way that we could all work to-
gether to make this community safer.

So when you do that, you make friends. And when you make
friends, you make progress and that is really when the hard work
gets done.

As a part of working together and building those relationships,
wanting to share information and analyze information, we also
want to be very cognizant of our civil liberties, and the chairwoman
mentioned that as one of our concerns, also.

We appreciate the studies that you have done and recognize that
there is going to be some criticism shared with us today and we
think that is important for us to hear. But we also want to recog-
nize the progress that has been made.

And, again, I know, from my day on the street, how it was then
and how it is today and there is tremendous progress that has been
made. So that progress is made when the criticism is received in
a way that is constructive and is presented in a constructive way.

So we hope that today that constructive criticism is shared with
us and it is taken in a way that is constructive, so that we can all
move forward and make sure that our communities are safe and
this country is safe and that we continue to be a free nation with
all of our civil liberties protected. That is the job of all of us in this
room.

And, Madam Chair, I yield and thank you for the opportunity to
share my thoughts.

Ms. HARMAN. I thank the ranking member for his comments and
agree with all of them. I think your experience brings great value
to this subcommittee.

Other members of the subcommittee are reminded that under the
committee rules, opening statements may be submitted for the
record.

Now it is time to welcome our first panel. Our first witness, Todd
Masse, is currently a specialist in domestic intelligence and
counterterrorism with the CRS, the Congressional Research Serv-
ice. In this position, he provides nonpartisan counterterrorist and
domestic intelligence analysis to members of Congress and our
staffs.

Prior to joining CRS, he spent a decade with the FBI in the coun-
terintelligence and counterterrorism fields. He served as both an
intelligence research specialist and, subsequently, a strategic intel-
ligence advisor. He has worked closely with senior executives of the
FBI on strategic planning for intelligence and counterintelligence
in identifying and assessing the foreign intelligence and terrorist
threats to the U.S.

Our second witness, John Rollins, is a CRS employee who serves
as a specialist in terrorism and international crime. Prior to joining
CRS, he was the chief of staff of the Department of Homeland Se-
curity’s Office of Intelligence. Mr. Rollins’ career includes a variety
of analytic, legal and management positions in the Army, FBI, CIA,
DIA, U.S. Marine Corps, Delta Force, and the United Nations.
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This man, sadly, cannot hold a job. He is a licensed attorney and
graduate of the senior executive fellowship program at Harvard
University.

Our third witness, Eileen Larence, currently serves as a director
for homeland security and justice issues at the GAO, where she
manages Congressional requests to assess various homeland secu-
rity issues. These include assessing the state of homeland security
information sharing since 9/11 and the protection of the nation’s
most critical infrastructure.

And by the way, I think you have all heard me in past hearings
commend the department for a lot of progress on identifying what
that infrastructure ought to be.

Ms. Larence has a master’s in public administration and exten-
sive experience at GAO.

Without objection, the witnesses’ full statements will be inserted
in the record and I now ask each of you to summarize for 5 min-
utes or less, beginning with Mr. Masse.

STATEMENT OF TODD MASSE, SPECIALIST, DOMESTIC
INTELLIGENCE AND COUNTERTERRORISM,
CONGRESSIONAL RESEARCH SERVICE

Mr. MASSE. Chairwoman Harman, Ranking Member Reichert
and members of the committee, my name is Todd Masse and I am
a specialist in domestic intelligence and counterterrorism with the
Congressional Research Service.

I am joined today by my colleague and coauthor, John Rollins,
who is a specialist in intelligence and international crime.

Per your instructions, we will keep our opening remarks brief to
allow ample time for questions and answers.

You have asked us to share the findings of our analysis with re-
spect to state fusion centers. Our research and analysis are in the
publication of the CRS report, “Fusion Centers: Issues and Options
for angress.” A summary of this report has been submitted for the
record.

I will speak to the fusion center value proposition, risks to the
fusion center concept and other descriptive and analytic findings.

Mr. Rollins will then discuss federalism and the federal role in
supporting fusion centers, as well as options for Congress.

Before sharing a summary of our substantive findings, I would
like to first make a few brief remarks about our research method-
ology. In order to reach the greatest amount of fusion centers and
gather the most comprehensive set of data, CRS designed and field-
ed an original survey.

We conducted in-depth interviews with 36 fusion center rep-
resentatives. We also consulted with interested federal stake-
holders, including the Department of Homeland Security, the Fed-
eral Bureau of Investigation, the program manager for the informa-
tion sharing environment.

We attended the first annual national fusion center conference
and held our own fusion center seminar, at which fusion center
representatives from Maryland, Virginia and the District of Colum-
bia were in attendance. We also visited a number of fusion centers,
including the Maryland coordination and analysis center in Balti-
more.
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The creation of post-9/11 fusion centers does not represent a to-
tally new concept, but suggests an extension of pre-9/11 state and
local law enforcement intelligence entities. Most state police agen-
cies have run intelligence or analytic units for decades.

Many of the fusion centers examined for this report were the out-
growth of those units, prompting some to refer to fusion centers as
“state police intelligence units on steroids.”

However, the function of sharing classified weapons of mass de-
struction, terrorism information and homeland security information
is new.

The fusion center value proposition is relatively straightforward.
By integrating various streams of information and intelligence, in-
cluding that from the federal government, state, local and tribal
governments, as well as the private sector, a more accurate picture
of risks to people, economic infrastructure and communities can be
developed and translated into protective action.

While we believe the fusion center value proposition has substan-
tial merit and potential, developing the appropriate skill sets, re-
sources and intelligence philosophy to implement that value propo-
sition is essential.

We identified at least four risks of the potential future develop-
ment of fusion centers. The first is intelligence philosophy; the sec-
ond, civil liberty and privacy concerns; third, time concerns; and,
fourth, sustainment funding.

Fusion centers roles and responsibilities. Many of the first wave
fusion centers, those created after 9/11, were solely focused on
counterterrorism. Today, less than 15 percent of the fusion centers
describe their mission as solely counterterrorism.

Budgets. Annual budgets for the fusion centers range from the
tens of thousands to several million dollars, with one center at over
$15 million. Federal funding ranges from zero to 100 percent of fu-
sion center budgets, with the average and median percentage of
federal funding at approximately 31 and 21 percent, respectively.

Thus, it appears, on the whole, fusion centers are predominantly
state and local funded.

Mr. Rollins will now speak to federalism, the federal role in sup-
porting the fusion centers, and options for Congress.

STATEMENT OF JOHN ROLLINS, SPECIALIST, TERRORISM AND
INTERNATIONAL CRIME, CONGRESSIONAL RESEARCH
SERVICE

Mr. ROLLINS. Good morning.

Ms. HARMAN. The chair recognizes Mr. Rollins. I gather you are
sharing your time for testifying, is that correct?

Mr. RoLLINS. That is correct. I will be brief.

I would like to touch briefly on two issues, federalism and op-
tions for Congress.

Federal role in supporting fusion centers. Part of the challenge
from the federal perspective has been how to guide and support, in
your chairwoman, be a partner, but not dictate how these state-es-
tablished fusion centers manage their internal priorities.

Federal activities that may address these concerns include pro-
viding strategy-based guidance to be adopted by state fusion cen-
ters, providing technical assistance and training, providing finan-
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cial resources to support fusion center startup and sustainability
costs, and providing personnel resources.

Currently, DHS’ office of intelligence has 17 personnel assigned
to state fusion centers. The FBI has over 250 personnel assigned
to state fusion centers.

Options for Congress. It should be noted that every fusion center
challenge does not necessarily have a federal solution. However,
should Congress seek to act, our research suggests two tiers of op-
tions for Congressional consideration.

Tier one, national strategy and sustainable resources. At present,
a national fusion center strategy does not exist. One option for
Congress is to recommend that the executive branch draft an inter-
agency national fusion center strategy.

Naturally, we recommend that state and regional fusion center
representatives be a part of developing this strategy.

Second, address the sustainment funding question. The question
of sustainment funding was foremost in the minds of state fusion
center leaders. Should federal funding to fusion centers be contin-
ued? If so, to what end? And what conditions should Congress place
on the federal funds that are provided to fusion centers?

The second tiered option focuses on creating a true and trusted
partnership. Further development of the relationship between fed-
eral law enforcement and intelligence community organizations
with state fusion centers may prove helpful.

The following activities may facilitate relationship-building ef-
forts. Agreeing upon federal and state mission objectives, enhanc-
ing training and outreach efforts, and enhancing information access
and management.

This concludes our opening remarks. Thank you for convening
flhis important hearing. We look forward to any questions you may

ave.

[The joint statement of Mr. Masse and Mr. Rollins follows:]?

Ms. HARMAN. Thank you, Mr. Rollins.

The chair now recognizes Ms. Larence. You are recognized for a
5-minute summary of your prepared testimony.

STATEMENT OF EILEEN LARENCE, DIRECTOR, HOMELAND
SECURITY AND JUSTICE ISSUES, U.S. GOVERNMENT
ACCOUNTABILITY OFFICE

Ms. LARENCE. Thank you. Madam Chair, members of the sub-
committee, I am pleased to be here today to summarize the pre-
liminary results of our reviews of state and local information fusion
centers. We expect to issue a final report next month.

Madam Chair, as you recognize, after 9/11, states and major
urban areas realized they needed to fill a void. They needed their
own capability to collect, analyze and share terrorism information,
since the federal government could not meet their unique needs.

They also realized they could be important eyes and ears to pro-
vide the government information, especially on homegrown ter-
rorism. So states and localities created fusion centers, with per-
sonnel from federal, state and local law enforcement and homeland

1[See CRS Report for Congress, “A Summary of Fusion Centers: Core Issues and Options for
Congress”, September 19, 2007, Todd Mass and John Rollins, Prepared for Member and Com-
mittees of Congress, maintained in committee file.]
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security organizations and, in some cases, the National Guard,
emergency responders or the private sector.

The federal government, in turn, realized centers could be a crit-
ical mode in the information sharing environment that the Con-
gress called for and so decided to build a national network of cen-
ters, which DHS and DOJ are to support with grants, technology,
training and other help.

This spring, we interviewed directors in 50 states, D.C. and eight
urban areas and learned that centers vary tremendously, that fed-
eral help to date will address, but not fully resolve their primary
challenges, and that they are concerned about the federal long term
commitment to sustaining centers.

More specifically, we learned that centers in 35 states, D.C. and
seven localities consider themselves operational, but this ranged
tremendously from having five to 80 personnel and from a few to
20 participating agencies.

Most centers are relatively new. Thirty-four were opened since
2004. Twenty of them focused on terrorism, as well as traditional
crime, and 18 others said they also focused on other hazards. They
did so because they recognized that crime can be a precursor to ter-
rorism, for example, drug money can fund terrorist acts, and that
having more members could mean more resources.

Law enforcement organizations, as you recognize, lead most cen-
ters and 12 are collocated with the FBI. Most centers can take tips
from the public that they can share with federal agencies and pro-
vide products such as alerts, bulletins and in-depth reports.

Centers most frequently identified six major challenges that fed-
eral support to date is helping to address, but may not fully re-
solve. The first is fundamentally about information. Some 30 cen-
ters raised this issue, from having too many systems to getting too
much information, often redundant, thereby clogging their oper-
ations.

DHS and DOJ each provide centers access to unclassified and
some classified systems. A federal working group is reviewing ways
to streamline this access and, as you acknowledged, an interagency
threat assessment center, made permanent in the 9/11 Commission
Act, is to provide consolidated terrorism information to states and
localities. But the center is still forming and oversight could help
ensure its progress.

Second, security clearances. Thirty-two centers said it takes too
long to get clearances from DHS and DOJ and 19 said the agencies
don’t always honor each other’s clearances, known as reciprocity.
Even the law and executive order mandate it.

The agencies have each provided states and localities about 500
clearances and the goal is to issue them faster, but they were not
aware or nor addressing the issue about reciprocity.

Third, guidance. Centers appreciated the guidelines DHS and
DOJ jointly issued to date and that were codified in the 9/11 Act
and the technical support agencies provide. But some centers need
more specific operating guidance or how-to steps, such as how to
share information while protecting civil liberties.

The national fusion center coordination group has drafted a set
of baseline capabilities for centers that provide them some addi-
tional guidance, but not yet the details they need.
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Fourth, training. Centers want help determining which of the
many courses they should use, especially for advanced training,
and in funding them, as well as common training standards and a
curricula for analysts. The baseline capabilities draft addresses
training, but not yet standards and defined courses.

Fifth, 43 centers identified personnel issues, 37 had challenges
getting detailees from their members agencies and 20 said finding,
attracting and paying analysts and retaining them because of com-
petition for their skills was difficult.

The FBI has personnel in three-quarters of the centers to date
and DHS has personnel in 17, with plans to staff 18 more by the
end of 2008. This helps, but centers are still concerned about meet-
ing staffing needs, especially in the long run.

Finally, 54 of the 58 centers pointed to funding challenges, 28
cited competition for limited state and local funds, and 35 cited
complex, restricted, uncertain and declining federal grants as
issues.

DHS has provided about $131 million in grants through 2006
that states and localities use for fusion related activities, made
support for centers a top priority for law enforcement grants, and
expanded allowable costs and timeframes for spending the money.

But centers are worried about sustaining operations over the
long term. Since the federal government expects to depend on cen-
ters, while it cannot commit future resources, we are recom-
mending that it determine and articulate whether it expects to
have a long term role in sustaining centers as critical counterter-
rorism partners.

Madam Chair, that concludes my remarks and I would be happy
to answer questions.

[The statement of Ms. Larence follows:]

PREPARED STATEMENT OF EILEEN R. LARENCE

Madam Chair, Ranking Member, and Members of the Subcommittee:

I appreciate the opportunity to participate in today’s hearing to discuss our ongo-
ing work on state and local fusion centers. Since the events of September 11, 2001,
most states and some local governments have, largely on their own initiative, estab-
lished fusion centers to address gaps in homeland security and law enforcement in-
formation sharing by the federal government and to provide a conduit of this infor-
mation within the state. Although fusion centers vary because they were primarily
established to meet state and local needs, a fusion center is generally “a collabo-
rative effort of two or more agencies that provide resources, expertise, and informa-
tion to the center with the goal of maximizing their ability to detect, prevent, inves-
tigate, and respond to criminal and terrorist activity.”! Fusion centers may include
a range of federal, state, and local entities and collect and analyze information re-
lated to homeland security, terrorism, and law enforcement.

With information-sharing weaknesses recognized as a major contributing factor in
the nation’s lack of preparedness for the September 11 attacks, a number of infor-
mation-sharing initiatives were mandated by the Homeland Security Act of 2002
and the Intelligence Reform and Terrorism Prevention Act of 2004 (Intelligence Re-
form Act). The Homeland Security Act requires that the President, among other
things, prescribe and implement procedures under which federal agencies can share
relevant and appropriate homeland security information with other federal agencies
and with appropriate state and local personnel, such as law enforcement agencies

1See Global Justice Information Sharing Initiative, Fusion Center Guidelines, Developing and
Sharing Information and Intelligence in a New Era, Guidelines for Establishing and Operating
Fusion Centers at the Local, State, and Federal Levels—Law Enforcement Intelligence, Public
Safety, and the Private Sector (August 2006).
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and first responders.2 The Intelligence Reform Act, as amended in August 2007 by
the Implementing Recommendations of the 9/11 Commission Act of 2007 (9/11 Com-
mission Act), mandates a more extensive information-sharing regime.3 It requires
the President to take action to facilitate the sharing of terrorism and homeland se-
curity information by establishing an Information Sharing Environment (ISE). This
environment is to combine policies, procedures, and technologies that link people,
systems, and information among all appropriate federal, state, local, and tribal enti-
ties and the private sector. This act also requires, among other things, that the
President appoint a program manager to oversee development and implementation
of the ISE, which the President did in April 2005.

Recognizing that state and local fusion centers represent a critical source of local
information about potential threats and a mechanism for providing terrorism-re-
lated information and intelligence from federal sources, the Program Manager for
the ISE (PM-ISE),* the Department of Homeland Security (DHS), and the Depart-
ment of Justice (DOJ) are taking steps to partner with and leverage fusion centers
as part of the overall information sharing environment. The PM-ISE issued a plan
for implementing the ISE in November 2006 that incorporated presidentially ap-
proved recommendations for federal, state, local, and private sector information
sharing. Recognizing that the collaboration between fusion centers and with the fed-
eral government marks a tremendous increase in the nation’s overall analytic capac-
ity that can be used to combat terrorism, the plan envisions that the federal govern-
ment, through the ISE, will rely on a nationwide network of fusion centers as the
cornerstone of information sharing with state and local governments. Under the
plan, DHS and DOJ are to work with states to designate a primary fusion center
to serve as the statewide or regional hub to interface with the federal government
and through which to coordinate the gathering, processing, analysis, and dissemina-
tion of terrorism-related information.

In addition, the 9/11 Commission Act contains several provisions related to fusion
centers.> For example, the act requires the Secretary of DHS, in consultation with
the Attorney General, the PM-ISE, and others, to establish a state, local, and re-
gional fusion center initiative within DHS to establish partnerships with fusion cen-
ters that will, among other things, provide operational and intelligence advice and
assistance, as well as management assistance, and facilitate close communication
and coordination between fusion centers and DHS. In addition, the initiative is to
provide training to fusion centers and encourage the centers to participate in ter-
rorism threat-related exercises conducted by DHS.

My testimony today discusses our draft report on state and local fusion centers.
The report is currently at DHS, DOJ, and the PM-ISE for review and comment and
we expect to issue it next month. Specifically, I will discuss (1) the stages of develop-
ment and characteristics of state and local fusion centers and (2) the extent to which
efforts under way by the PM-ISE, DHS, and DOJ help to address some of the chal-
lenges identified by fusion centers.

In conducting this work, we reviewed relevant directives, plans, and documents
and interviewed officials—including many of those from the PM-ISE, DHS, and
DOJ—who are involved with those entities’ efforts to support fusion centers. In ad-
dition, we spoke with officials from organizations conducting research on state and
local information sharing, including officials at the Congressional Research Service
(CRS) who released a report in July 2007 on fusion centers.® We also conducted
semistructured telephone interviews with officials from all 50 states, the District of
Columbia, and 8 local jurisdictions. Specifically, from February through May 2007,
we spoke with the director (or his or her designee) of every state fusion center, the
District of Columbia center, and 8 local centers to obtain information about the cen-
ters’ characteristics, challenges encountered, and support received from DHS and
DOJ.7 Our selection criteria for local fusion centers included their relationship with
the state fusion center, their stage of development, and geographic diversity. While
we did contact officials in all state fusion centers, we did not contact officials in all
local fusion centers; therefore our results are not generalizable to the universe of

2See Pub. L. No. 107-296, § 892, 116 Stat. 2135, 2253—55 (2002).

3See Pub. L. No. 108-458, §1016, 118 Stat. 3638, 3664—70 (2004), amended by Pub. L. No.
110-53, §504, 121 Stat. 266, 313—17 (2007).

40n June 2, 2005, the President issued a memorandum placing the PM-ISE and its staff with-
in the Office of the Director of National Intelligence.

5See Pub. L. No. 110-53 §511, 121 Stat. at 317—24 (adding section 210A to subtitle A, title
II of the Homeland Security Act, Pub. L. No. 107-296, 116 Stat. 2135).

6See Congressional Research Service, Fusion Centers: Issues and Options for Congress,
RL34070 (Washington, D.C.: July 6, 2007).

7For purposes of this report, we use “local fusion center” to refer to centers established by
major urban areas, counties, cities, and intrastate regions.
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fusion centers.8 Finally, to obtain detailed information about centers’ operations and
challenges encountered, we conducted site visits to fusion centers in Atlanta, Geor-
gia; Phoenix, Arizona; Richmond, Virginia; Baltimore, Maryland; West Trenton,
New Jersey; and New York City, New York. We performed our work from August
2006 through September 2007 in accordance with generally accepted government
auditing standards.

Summar;

Established by state and local governments generally to improve information
sharing and to prevent terrorism or other threats, fusion centers across the country
are in varying stages of development—from operational to early in the planning
stages. Officials in 43 of the 58 fusion centers we contacted described their centers
as operational as of September 2007.9 Thirty-four of the operational centers are rel-
atively new, having been opened since January 2004, while 9 centers opened within
the couple of years after the attacks of September 11. The majority had missions
and scopes of operations that included more than just counterterrorism-related ac-
tivities, such as a focus on all crimes. Adopting a broader focus helped provide infor-
mation about all threats and increased the center’s sustainability, for instance, by
including additional stakeholders who could provide staff and support. Law enforce-
ment entities, such as state police or state bureaus of investigation, are the lead or
managing agencies in the majority of the operational centers we contacted. How-
ever, the centers varied in their staff sizes and partnerships with other agencies.
At least 34 of the 43 operational fusion centers we contacted reported that they had
federal personnel assigned to their centers. Thus far, products disseminated and
services provided vary from bulletins to in-depth reports.

In light of the importance of fusion centers in facilitating information sharing
among levels of government, DHS and DOJ have several efforts under way that
begin to address challenges that fusion center officials identified in establishing and
operating their centers.l® DHS and DOJ have made efforts to provide fusion centers
access to federal information systems, but some fusion center officials cited chal-
lenges accessing relevant, actionable information and managing multiple informa-
tion systems. As a result, these center officials said that their ability to receive and
share information with those who need it may be limited. Additionally, both DHS
and the Federal Bureau of Investigation (FBI) have provided clearances to state and
local officials and have set timeliness goals for the issuance of new clearances, but
some fusion center officials told us they had encountered challenges obtaining and
using security clearances.

Further, while law and executive order provide that a security clearance granted
by one federal agency should generally be accepted by other agencies, officials also
encountered difficulties with federal agencies, particularly DHS and FBI, accepting
each others’ clearances. Notwithstanding DHS and FBI efforts to deploy personnel
to fusion centers and DHS’s grant funding to support their establishment and en-
hancement, fusion center officials noted challenges obtaining personnel and ensur-
ing sufficient funding to sustain the centers. To help address funding issues, DHS
has made several changes to address restrictions on the use of federal grants funds.
Finally, officials at 31 of the 58 centers said they had challenges training their per-
sonnel, and officials at 11 centers expressed a need for the federal government to
establish standards for fusion center analyst training to help ensure that analysts
have similar skills. DHS and DOJ have initiated a technical assistance program for
Fusion centers. They have also developed a set of baseline capabilities, but the docu-
ment is in draft as of September 2007.

Because of officials’ concerns about sustaining their centers and recognizing that
doing so is critical if the federal government’s nationwide network of fusion centers
is to succeed, in our draft report, we are recommending that the federal government
determine and articulate its long-term fusion center role and whether it expects to
provide resources to centers to help ensure their sustainability.

State and Local Fusion Centers Vary in Their Stages of Development and
Characteristics

8 Data were not available to determine the total number of local fusion centers.

9We contacted all 50 states, the District of Columbia, and 8 local areas. However, 1 state did
not plan a fusion center. For that reason, we have responses from 58 fusion centers—43 oper-
ational and 15 in the planning or early stages of development.

10We present information about challenges encountered by 58 fusion centers—those in all
stages of development—as they were establishing and operating their centers. Fusion centers
may have encountered more than one challenge related to a particular area, for example, related
to guidance and training.
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Since September 2001, almost all states and several local governments have es-
tablished or are in the process of establishing fusion centers. Officials in 43 of the
58 fusion centers we contacted described their centers as operational as of Sep-
tember 2007, ranging from having limited operations and functionality to being fully
operational and functional. Specifically, officials in 35 states, the District of Colum-
bia, and 7 local jurisdictions we contacted described their fusion centers as oper-
ational. Officials in 14 states and 1 local jurisdiction considered their centers to be
in the planning or early stages of development, and 1 state did not plan to have
a fusion center, as shown in figure 1.

Figure 1: Reported Stage of Development for Fusion Centers We Contacted,
as of September 2007

e R e S e
Figure 1: Reported Stage of Development for Fusion Centers We Contacted, as of
September 2007
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Officials cited a variety of reasons why their state or local area established a fu-
sion center. To improve information sharing—related to homeland security, ter-
rorism, and law enforcement—among federal, state, and local entities and to pre-
vent terrorism or threats after the attacks of September 11 were the most fre-
quently cited reasons. Thirty-four of the operational centers are relatively new, hav-
ing been opened since January 2004, while 9 centers opened in the couple of years
after the attacks of September 11. The majority had missions and scopes of oper-
ations that included more than just counterterrorism-related activities. For example,
23 of the 36 operational fusion centers that provided us mission statements had
missions that involved collecting, analyzing, and disseminating criminal as well as
terrorism-related information. Further, 11 fusion centers had missions that involved
enhancing, supporting, or coordinating information and intelligence dissemination to
both law enforcement and homeland security agencies. Adopting a broader focus
helped provide information about all threats, because of the link of many crimes to
terrorist activity, and increased the centers’ sustainability, for instance, by including
additional stakeholders.

Law enforcement entities, such as state police or state bureaus of investigation,
are the lead or managing agencies in the majority of the operational centers we con-
tacted. However, the centers varied in their staff sizes and partnerships with other
agencies. A few centers we contacted had fewer than 5 employees, while others had
over 80. At least 34 of the 43 operational fusion centers we contacted reported that
they had federal personnel assigned to their centers. For example, DHS has as-
signed intelligence officers to 17 of the operational centers included in our review.
About three quarters of the operational centers we contacted also reported that the
FBI has assigned personnel, including intelligence analysts and special agents, to
their centers. Additionally, 12 of the operational centers we contacted were colocated
in an FBI field office or with an FBI task force. Finally, 19 of the 43 operational
centers reported that they had other DHS and DOJ components represented in their
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centers, including personnel from Customs and Border Protection; Immigration and
Customs Enforcement; United States Secret Service; United States Coast Guard;
Transportation Security Administration; United States Attorneys Office; Bureau of
Alcohol, Tobacco and Firearms; Drug Enforcement Administration; or the United
States Marshals Service.

Many fusion centers reported having access to DHS’s and DOJ’s unclassified net-
works or systems, such as the Homeland Security Information Network (HSIN) and
Law Enforcement Online (LEO), containing, among other things, terrorism and re-
lated information.!! For example 40 of the 43 operational centers reported they had
access to HSIN, while 39 reported having access to LEO. In addition, 16 of the 43
centers said they had or were in the process of obtaining access to DHS’s classified
network of secret-level homeland security data, and 23 reported they had or were
in the process of obtaining access to FBI’s classified systems containing, among
other things, secret-level investigative case files. Products disseminated and services
provided also vary. Fusion centers reported issuing a variety of products, such as
daily and weekly bulletins on general criminal or intelligence information and intel-
ligence assessments that, in general, provide in-depth reporting on an emerging
threat, group, or crime. In addition some centers provide investigative support for
law enforcement officers.

Federal Agencies’ Efforts to Support Fusion Centers Help to Address
Some Reported Challenges

DHS and DOJ, recognizing the importance of fusion centers in information shar-
ing, have undertaken efforts that begin to address challenges fusion center officials
identified in establishing and operating their centers, such as accessing information,
obtaining security clearances, obtaining and retaining personnel, obtaining funding,
and finding sufficient guidance and training.

Fusion center officials cited challenges accessing and managing multiple informa-
tion systems. DHS and FBI have provided information system access, such as to
HSIN and LEO, to a number of state and local fusion centers and have outlined
plans to provide greater access to their classified networks. However, officials at 31
of the 58 centers we contacted still reported challenges obtaining access to federal
information systems or networks. For example, officials in some centers cited chal-
lenges with DHS and FBI not providing fusion center personnel with direct access
to their classified systems. In these centers, fusion center personnel must rely on
federal personnel who are assigned to the center or other state personnel assigned
to FBI task forces to access these systems, obtain the relevant information, and
share it with them. Further, officials in 12 of 58 fusion centers reported challenges
meeting system security requirements or establishing the technical capabilities nec-
essary to access information systems, and DHS and FBI have taken some steps to
address these challenges.

In addition, officials at 30 of the fusion centers found the multiple systems or
heavy volume of often redundant information a challenge to manage. Officials in 18
fusion centers said that they had difficulty with what they perceived to be the high
volume of information their center receives, variously describing the flow of informa-
tion as “overwhelming,” “information overload,” and “excessive.” For example, offi-
cials said that center personnel must sort through the large amount of information,
much of which is not relevant to the center, to find information that is useful or
important to them. Additionally, officials in 18 fusion centers find the lack of inte-
gration among these multiple, competing, or duplicative information systems chal-
lenging, or said they wanted a single mechanism or system through which to receive
or send information. Officials from the PM-ISE’s office said they are collaborating
with other agencies, including DHS and DOJ, on an effort to review existing federal
information systems and users’ needs to determine opportunities to streamline sys-
tem access. This review is in accordance with recommendations that fusion centers
made during the National Fusion Center Conference in March 2007. Specifically, fu-
sion centers recommended the federal government explore using a single sign-on or
search capability, which would facilitate accessing multiple systems. However, it is
too early to tell whether the efforts by the PM-ISE’s office will address the chal-
lenges reported by fusion centers.

Both DHS and FBI have provided security clearances for state and local personnel
in order to access classified information and have set goals to reduce the length of
time it takes to obtain a security clearance. For example, DHS set a goal of 90 days

11HSIN serves as DHS’s primary nationwide information-sharing tool for communicating sen-
sitive but unclassified homeland security information. LEO serves as a real-time online con-
trolled access communications and information-sharing data repository for sensitive but unclas-
sified information about, among other things, antiterrorism, intelligence, law enforcement, and
criminal justice.
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to complete a Secret clearance, and FBI set a goal of 45 to 60 days to complete a
Secret clearance and 6 to 9 months to complete a Top Secret clearance. DHS and
FBI have also provided centers with information about the security clearance proc-
ess and time frames, stating that processing time for individual security clearances
can vary, depending on complexity. However, obtaining and using security clear-
ances represented a challenge for 44 of the 58 fusion centers we contacted. Further,
while law and executive order provide that a security clearance granted by one gov-
ernment agency should generally be accepted by other agencies, officials in 19 of the
centers encountered difficulties with federal agencies, particularly DHS and FBI, ac-
cepting each others’ clearances. DHS and DOJ officials said that they were not
aware of fusion centers encountering recent challenges with reciprocity of security
clearances. However, they said that there were complications in the clearance proc-
ess because, for example, multiple federal agencies carry out their own processes
without central coordination.

Officials in 43 of the 58 fusion centers we contacted reported facing challenges re-
lated to obtaining personnel, and officials in 54 fusion centers reported challenges
with obtaining and maintaining funding when establishing and operating their cen-
ters, challenges that some of these officials also said affected their centers’ sustain-
ability. For example, officials in 37 centers said they encountered challenges with
federal, state, and local agencies not being able to detail personnel to their fusion
center, particularly in the face of resource constraints. Fusion centers rely on such
details as a means of staffing the centers and enhancing information sharing with
other state and local agencies. Furthermore, officials in 20 of the centers we con-
tacted said that they faced challenges finding, attracting, and retaining qualified
personnel. For instance, an official from one fusion center said that finding per-
sonnel with the expertise to understand the concept behind the development of the
center and to use the tools to build the center was challenging, while an official at
another fusion center acknowledged that there was a very limited number of quali-
fied candidates in the state from which to hire personnel. To support fusion centers,
DHS and FBI have assigned personnel to centers. As of September 2007, DHS has
assigned intelligence officers to 17 of the operational fusion centers we contacted.
In addition, DHS was in the process of staffing 8 additional centers and has plans
to place officers in a total of 35 fusion centers by the end of fiscal year 2008. The
FBI has also assigned personnel to about three quarters of the fusion centers we
contacted and continues to do so.

In terms of funding, officials in 35 of the 58 centers encountered challenges with
the complexity of the federal grant process, uncertainty as to whether they would
receive federal funds, or declining federal funding, and officials from 28 of the 58
centers reported having difficulty obtaining state or local funding. They said that
these issues created confusion for their centers over the steps needed to secure fed-
eral funds, made it difficult to plan for the future, and created concerns about the
fusion centers’ abilities to sustain their capabilities for the long term. Fusion center
officials identified challenges with restrictions on the use of federal grant funds, un-
clear and changing grant guidance, and a lack of understanding of how federal fund-
ing decisions are made.12 DHS has made several changes to help address these chal-
lenges by taking steps to ease the grant process and by adjusting some of the re-
strictions on the timing and use of grant funds. For example, DHS expanded grant
funding in fiscal year 2006 in the area of allowable costs for information sharing
and collaborative efforts. Funds could be used by states to develop and enhance
their fusion centers, particularly by hiring contract or government employees as in-
telligence analysts; purchasing information technology hardware, software, and com-
munication equipment; hiring consultants to make recommendations on fusion cen-
ter development; or leasing office space for use by a fusion center.

While these funds are helpful, fusion center officials were concerned about the ex-
tent of federal support they could expect over the long term. The federal govern-
ment, through the ISE, has stated that it expects to rely on a nationwide network
of fusion centers as the cornerstone of information sharing with state and local gov-
ernments, but ISE plans or guidance to date do not articulate the long-term role
the federal government expects to play in sustaining these centers, especially in re-
lation to the role of their state or local jurisdictions. It is critical for center manage-
ment to know whether to expect continued federal resources, such as grant funds,
facility support, personnel, and information systems over the long term. While the

12 A primary federal funding source for fusion centers is DHS’s Homeland Security Grant Pro-
gram, which awards funds to state, local, and tribal governments to enhance their ability to pre-
pare for, prevent, and respond to terrorist attacks and other major disasters. The Homeland Se-
curity Grant Program consists of five interconnected programs, three of which can be used by
states and local jurisdictions, at their discretion, for fusion center-related funding.
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federal government generally cannot commit future resources, articulating the ex-
tent to which it plans to help support these centers in the long term is important
for fusion center management in their planning efforts and sustaining the network.

DHS, DOJ, and the PM-ISE have taken some steps to develop guidance and pro-
vide technical assistance to fusion centers to help address their challenges in the
areas of guidance and training. For instance, in August 2006, DHS and DOJ issued
jointly developed Fusion Center Guidelines that outline 18 recommended elements
for establishing and operating fusion centers—for example, ensuring appropriate se-
curity measures are in place for facility, data, and personnel. Officials in 48 of the
58 fusion centers we contacted said that they found the guidelines generally good
or useful, although others said they were not specific enough to address their chal-
lenges. Officials at 19 fusion centers said they lacked guidance on specific policies
and procedures on information sharing or lacked national standards and guidelines
on training or qualifications for analysts. Furthermore, officials at 31 of the fusion
centers we contacted said they had challenges training their personnel, and officials
at 11 centers we contacted, most of whom were operational centers that had been
in existence for more than 2 years, expressed a need for the federal government to
establish standards for training fusion center analysts. DHS and DOJ have initiated
a technical assistance service program for fusion centers and, along with the PM—
ISE, sponsored regional and national conferences and are developing a baseline ca-
pabilities document to provide more specific guidelines for fusion centers. However,
as of September 2007 the baseline capabilities document is in draft.

In closing, Madam Chair, state and local governments created fusion centers to
fill their information needs, and the centers have attracted the attention of the fed-
eral government as it works to improve information sharing with state, local, and
tribal entities in accordance with the Homeland Security and Intelligence Reform
Acts. Indeed, the PM-ISE’s implementation plan envisions that the federal govern-
ment will work to promote fusion center initiatives to facilitate effective terrorism
information sharing nationwide and designates fusion centers as the focus of shar-
ing with state, local, and tribal governments. To date